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[lporpamMa BCTynmHOro BHIpPOOYBaHHS [0 acHipaHTYpH 3a  CIELiaJbHICTIO
122 «KoMmm’roTepHi HayKku» BinoOpaskae Taki po3[ix TEOPETHYHHX Ta MPAKTHYHHX OCHOB
y chepi KOMIT FOTEPHUX HaYK:

— apXiTeKTypa CydaCHUX KOMIT IOTEPHHUX CHCTEM;

— MOJIEJIIOBAaHHS CUCTEM Ta MPOLECIB;

— MallMHHe HaBYaHHSA Ta IITYYHH iHTEJeKT;

— aHaui3 Ta 00poOKa BEJIMKHX JaHHX;

—  3aXHCT JaHHUX B Cy4YaCHHX KOMIT IOTEpPHHX CHCTEMax Ta MepeKax.

1. ApxiTekTypa cy4acHHX KOMN’IOTEPHHUX CHCTEM

1.1 Ilpuanumu no6ynoBu Ta GpyHKIIOHYBaHHS KOMIT IOTEPHHX CHCTEM;

1.2 Apxirektypa ¢on Heiimana Ta rapBapiceka apXiTeKTypa KOMII'FOTEPHHAX CHCTEM;
1.3 ApxiTekTypa CHCTEMH KOMaH], MiKpoapXiTeKTypa Ta CHCTEMHE ITPOEKTYBaHH;
1.4  Taxconomisa ®DiiHHA i 1T KOMIIOHEHTH;

1.5 Apxitektypa Habopy KOMaHJ Cy4acHHUX IPOLECOPIB;

1.6  TexHomnorii Ta 3acobu BipTyari3ailiii;

1.7  TlapanenbHi KOMIT'IOTEpPHI apXiTeKTYpH;

1.8  IlpuHuunu noGya0BU PO3NOAIIEHUX CUCTEM;

1.9 T'pia-texHororii Ta cepBicy;

1.10 Cucremu i Mepexi 30epiraHHs JaHHX;

1.11 Xwmapsi Ta TyMaHHi 0OUYHCIIEHHS;

1.12 CymnepKkoMIT IOTUHTI: IIPUHIUIIN, KOMIIOHEHTH, c(hepH 3aCTOCYBaHHS;

1.13 KBanTOBi 00YHCIIEHHA: apXiTEKTypa, AITOPUTMHU Ta 3aBJAaHHS;

1.14 ApxiTekTypa Ta LHKJI pO3pOOKH IIPOrpaMHOro 3abe3NeyueHHs;

1.15 CyuacHi omepaliiiHi CUCTeMH Ta iX apXiTeKTypa.

2. Moaea0BaHHS CHCTEM Ta NpouLeciB

2.1. TIpuHUIMIH MOJENIOBAHHA CKJIQJHMX TEXHIYHUX CUCTEM Ta IIPOLIECIB;

2.2. Knacudikauis Ta OCHOBHI BIaCTUBOCTI MaTeMaTHYHHX MOJeJIeH;

2.3. Bumoru 1o MaTeMaTHYHHX MOJIEJIEH;

2.4. CrpykTypHO-(QyHKLIOHAJIBEHE MOEIIOBAHHS CUCTEM;

2.5. MaremMaTtuyHe MOLEIIOBaAHHA CUCTEM;

2.6. ImitawiiiHe MO €eJIIOBaHHSA CUCTEM,;

2.7. AwnanitTuuHi MeToau GopMainizoBaHOTO MPeJCTaBIEHHS CHCTEM;

2.8. CratuctuyHi MeToau (opMali3oBaHOrO MpPeACTaBIEHHS CUCTEM;

2.9. JloriyHi i rpadiyHi MeToau GopMasi30BaHOTO MPeACTABIEHHS CHCTEM,

2.10. Etamnu Ta 0cOOGIHBOCTI MOAENOBaHHS TEXHIUHOI CUCTEMH (IIpoLecy);

2.11. baraTouMHHUKOBMI KOpensLiiiHO-perpeciiHui aHai3;

2.12. 3actocyBaHHS Teopiit MHOXHH, rpadiB Ta MacoBOro oOCIyroByBaHHs s
.



MOJIENOBAHHSA TEXHIYHHUX CHUCTEM i IPOLECIB;
2.13. OcobnuBoCTi MOIEMOBAHHS CHCTEM MiATPUMKH NPUHHATTS pillleHb;
2.14. CyyacHi iHCTpyMeHTH KOMIT'FOTEPHOTO MOJIEIOBAHHS;
2.15. Texxouorii 3-D Monentosanus MPOLECIB Ta CHCTEM.

3. MammuHHe HABYAHHYA Ta WTYYHHH IHTEJIeKT

3.1.  KommoHenTH Ta uini MammaHoro HaByanus (Machine Learning);
3.2. HaBuyaHH1 3a npeleneHTaMu (IHOyKTHBHE) Ta JeJyKTHBHE HAaBYaHHS;
3.3. MamunHe HaByaHHs 3 yuuTenem (Supervised Learning);

3.4. MaluHHe HaB4YaHHS Ge3 BUMTEs (Unsupervised Learning);

3.5. Mawwunre HaByaHHs 3 niakpinnennsam (Reinforcement Learning);
3.6. T'nu6oke Hayauus (Deep Learning);

3.7. IlOHATTA Ta BUAY HEHPOHHHUX MEpEK;

3.8. Knacudikauis cygacHux HEHPOHHUX Mepex;

3.9. 3acrocyBaHHs MalIMHHOTO HaBYaHHSA y 3ajavax Kibepbe3mnekHu;
3.10. CyyacHi 6i16:1i0TeKH MaIIMHHOTO HABYAHHS;

3.11. Meronu i mopeni mTyyHoro intenexty (Artificial Intelligence);
3.12. O6pobka npuponnoi MoBu (Natural-Language Processing);

3.13. Mauunnui 3ip (Machine Vision);

3.14. Apxitexrypa i Qpynkuii Hefipokom’rotepis (Neurocomputer);
3.15. CyuacHi BUKIIMKH | TEHAEHUIT PO3BUTKY LITY4HOTO iHTENEKTY.

4. AmnHani3 Ta 06poGka BeIHKHX AaHHX

4.1.  TloHATTs, KpUTEpil Ta XapaKTEPUCTUKH BEMKHX AaHUX (KoHUenwis 3V);
4.2. IlepemymMoBHU Ta YHHHMKY BUHUKHEHHs NOHATTA Big Data;

4.3. IIpuHuMIH pOOOTH 3 BEIMKHMH JaHHUMH;

4.4. Data Mining six MeTOA aHai3y BETMKHX JAHHX;

4.5. Crowdsourcing K MeToJ aHalli3y BEIMKHMX JAaHHX;

4.6. Knacudikaiis Ta KJIaCTepHHH aHaJli3 BEIMKHUX JAHUX;

4.7. Bisyanizalis K METOJ aHaNi3y BEJHKHUX JAHUX;

4.8. 3acTocyBaHHs MalIMHHOIO HABYaHHS /IS aHANT3Y BEJTHKUX JAHUX;
4.9. KorHiTMBHHIi aHaNi3 NaHUX;

4.10. TexHosnorii 0OpoOKK BETUKHX JAHUX;

4.11. Benuxi naHi B iHpopmauiiiHO-KOMyHiKaLlifiHUX cHCTeMax;

4.12. O6poOka Benmukux gaHuxX B KoHuenuii loT;

4.13. TlpoGnemu 06pobku BenMKUX JaHUX y 3aj1a4aX KibepOesneku;
4.14. 3axuineHe 36epiranus i 06poOKa BENTUKUX JaHHX;

4.15. CyuacHi iHCTpyMeHTH po6OTH 3 BETUKHMHU JAHUMH.



S. 3axmer AAHHX B CYYaCHHX KOMl'I’lOTEpHI*lX CHCTeMax Ta Mepexax

5.1. Tlonsarrs indopmauiitHoi 6Gesnexu (Kibepbesnieku), ypasnMBOCTi, pHU3HKY,
3arpo3, aTaky Ta IHLMAEHTY B KOMII FOTEPHUX CHCTEMAX Ta Mepexax;

5.2. Cranpaptu Ta pekoMeHIoBaHi MpaKTHKH IIOAO0 3axHUcTy iHdopMmanii B
KOMIT'FOTEPHHMX CHCTEMaxX Ta Mepexax;

5.3. Mogeni indopmauiiiHoi 6Gesnexu (xibepbe3nekn), OCHOBHI 1 [J0AAaTKOBI
XapaKTePUCTHKH 3aXHILEHOCTI JaHHX B KOMIT'IOTEPHHX CHCTEMAX Ta MEPexkax;

5.4. Mogzeni 3arpo3 Ta nopyIHuKa B KOMIT'IOTEPHUX CHCTEMAaX Ta Mepexax.

5.5. Knacuoikauis atak Ha KOMII'IOTepHi CHCTEMH;

5.6. Kpunrorpadiynuii 3axuct indopmanii: NPHHLKIHK, AITOPUTMH, DPEXHMH
WH(PYBaHHs, OGYMCITIOBANbHA, TNPaKTMYHA Ta TeOPEeTHKO-iH(popMariiiHa CTIHKICTh
KPUNITOAITOPUTMIB, Cy4acHi METOAM KPHIITOAHAI3Y;

5.7. CuMeTpu4Hi Ta aCHMeTpH4HI WIM(PU, TPUHIMIH MOGYLOBH Ta 0COGIHBOCTI iX
3aCTOCYBaHHA, MpobieMa po3noAiny KIOYiB WKpYBaHHs, 0COGIMBOCTI BUKOPHUCTAHHS
NP-cknannux 3ana4 B Kpunrorpadii;

5.8. Tlonsarra ELIII Ta #ioro 3actocyBaHHs, alrOpUTMH i crangaptu ELIII, cucrema
ELII Ykpainu Ta ii 3acTocyBaHHS AJ1d 3aXHCTY JAHHX;

5.9. KsanroBa kpunrorpadis: 6a30Bi NPUHLMIIH, OCHOBHi IPOTOKONH, KBaHTOBHIA
PO3MOALT KJIKOYIB Ta KBAaHTOBMI MpsAMuii Oe3neyHuil 38'130K, M06ya0Ba Ta 3aCTOCYBaHHS
KBaHTOBHX CHCTEM 3aXUCTY iHpOpMallii, KBAHTOBHA KPUIITOAHAJII3;

5.10. Creranorpadiunumii 3aXMCT NaHMX: KpHTepii creraHocTiiikocTti, nudposa Ta
KOMIIFOTEpHa CTeraHorpadis, aTaku Ha creraHorpagiyHi CHCTeMH 3aXKCTy iHdopMarii;

5.11. Aynur xibepOe3neky, TexHonorii BHIpoOyBaHHs crilikocTi (Penetration
Testing) KOMIT'IOTEPHUX CUCTEM Ta MEPEIXK;

5.12. IHuMAeHT-MeHeMKMEeHT: 6a30Bi MOHATTS, (a3u KUTTEBOTO LIUKILY, apXiTeKTypa
Ta (YHKIIi] TUIIOBOI CHCTEMH YNpPaBJIiHHA IHIMAEHTaMU iHGopMaLiliHOT Ge3neKy;

5.13. Crpykrypa i dyHKuii cyyacHuX (aepsonis, antusipycis, IDS / IPS;

5.14. TlpuHuunu noOynoBH i pyHKIiOHYBaHHS cydyacHuX SIEM cuctem;

5.15. Oco6nuBOCTI 3aXHCTy JaHUX y PI3HUX ONepalifHUX CHCTEMAX.
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